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4. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

Wo fi ©

[()l(]ivi P o ==

r ~—
Local Area Connection Properties u

Metworking | Sharing

Connect using:

u¥ Atheros ARB151 PCI-E Gigabit Ethemet Controller (NDIS ¢

This connection uses the following items:

™% Client for Microsoft Networks

Bl 105 Packet Scheduler

Q File and Printer Sharing for Microsoft Metworks

Y] i ctemet Brotacal Version B (TCE/BGE),

P8 Intemet Protocol Version 4 (TCP/1Pwd)
- opology Discovery Mapper her

<& Link-Layer Topology Discovery Respand

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || Cancel

P »" @i -

4-3 TCP/IP
A{]< [DNSOI P = »" ed -
L a:‘ A 9
IrInternei Protacol Version 4 (TCP/Pv) Pruperties-_ M1

General | Alternate Configuration

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Dbtain an IP address automatically:

(7) Usge the following IP address:

IP address:
Subnet masks

Default gateway:

(@) Obtain DNS server address automatically
(7) Use the following DNS server addresses:

Preferred DNS server:

albernate DS server:

Validate settings upon exit
! v

[ ok || conel |

4-41P= »" @i - A
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Windows XP # — PC —

1. [@ad ) |Wafi< [«fij. 01 ReiJ@'eee ) 3 A° «fis. 20 RE
N A T JLeKi «f pewgAe

2. Double-click Local Area Connection.

E- Control Panel

A=1ES
File Edit “iew Favorites Tools  Help i!"

@% aick e - ’ pSearch 1% Folders v

Address G‘ Contral Panel

V|G|:|

e L %

Metwark: Phone and  Power Options
Zonneckions G iala'=/

L @ 2

Printers and  Regional and  Scanners and
Faxes Language ... Cameras

5 9 @

Scheduled  Sounds and Speech
Tasks Audio Devices

R"ﬂ' Control Panel &

E- Switch to Cakegary Wiew

See Also

& vindows Update
@_j Help and Suppart

45 pJ D~ -

3. Looi <« = — Iwofirsmzs k. RyoJdol e cqne

-~ Local Area Connection Status

General Suppu:urt|
Connection
Status: Connected
Durahiar: 00:19:32
Speed: 100.0 Mbpz
Activity ﬁ
Sent—f e Feceived
Eiile
Packets: 7| 0
L Froperties H Dizable ]

Cloze

4-6
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4. Select Internet Protocol (TCP/IP) and click Properties.
———— *———-.v

Y Local Area Connection Properties |
' Networking | Sharing |
Connect using:

This connection uses the following tems:

—éde&'{m Microsoft Networks

vl QoS Packet Scheduler

i File and Panter Sharning for Microsoft Networks
W] .4 Intemet Protocol Version 6 (TCP/IPvE)
(/Y |rtemet Protocol Version 4 (TCP/1Pv4)
W s Link-Layer Topology Discovery Mapper |/0 Driver
W s Link-Layer Topology Discovery Responder

[ s |
Descrption
Tranamission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

[ ok || cance |

—,

4-7TTCP/IP

5. [P »" ek - AjI<[DNsgo>Pd =" el - aAf1L =g Ac
Wai fi o

6. [OK]Le® pe o= L g0

Internet Protocol Version 4 (TCP/IPvd) Properties |9 o

General | Alterate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@) Obtain an IP address automabcally:

I
: (71 Use the following IP address:
|
|

1P address
Subnet mask:

Default gateway:

| © Obtain DNS server address automatically
() Use the following DNS server addresses:
Preferred DNS server

Alternate DNS <srvet)

[Tvalidate settngs upon exit Adyanced

4-81P= )" ed - A
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After logging in, the page shown in the following figure appears. You can check, configure and modify all the
settings.

(JPLA i( 802.11n Wireless VDSL2 Bridge Router

Wizard Setup Advanced Service Firewall Maintenance

DSL Router Status

This page shows the current status and some basic settings of the device.

s System

» Device Info

+ DSL Full Company Name PLANET Technology Corporation
Company Brief Name PLANET

m Company Website www.planet.com.tw

Model No. VDR-301N
Default Device Name (Host Name) VDR-301N
Uptime 01:29:49
Date/Time Sun Jan 19:29:49 2012
Firmware Version V1.0.0
Built Date Jan 9 2017 15:25:42

5-levD 2 ®
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5.1 ®¥ D 2 &

afedetfiPogs [ & o3A0 td ]l 1dd) or [ B[ Pum® [<[¢Pumo®
% tqq40°

5.1 1¢ Pum®

[@¥D 2 @]-[¢ Pum® L A{sxc td{a> e~ shs»ve P> o’ fis DSL @v
D 4 8 CWMP @v D 2 @8 LAN configuration® DNS @¥ D 2 @8 WAN mmfi 20 h Vem®n =8 i D o —
— @YD 2 ®< ™) = p— Y% td 340

Advanced Service Firewall Maintenance

DSL Router Status

This page shows the current status and some basic settings of the device.

> Device Info

2: System
» Device Info
DSL Full Company Name PLANET Technelegy Corporation
Company Brief Name PLANET
Company Website www.planet.com.tw
Model No. VDR-301N
Default Device Name (Host Name) VDR-301N
Uptime 02:31:42
Date/Time SunJan 1 10:31:42 2012
Firmware Version v1.0.0
Built Date Jan 9 2017 15:25:42
57 DSL
Operational Status VDSL2 AnnexA
Upstream Speed 100966 kbps
Downstream Speed 100899 kbps
.97 CWMP Status
526 P um®
5.1.2 Dsl
[@vD a4 @] >[DSLEE  A{ < td44a> e~ — DSLevDd =% td93A°
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Advanced Service Firewall Maintenance

DSL Configuration
This page shows the setting of the DSL Router.

> Device Info

= Device Info Dsl Line Status SHOWTIME.
» DSL Dsl Mode VDSL2-30A AnnexA
Up Stream 100966 kbps
Attenuation Down Stream 0
Attenuation Up Stream 1
SNR Margin Down Stream 295
SNR Margin Up Stream 6.8
Vendor ID RETK
Firmware Version V1349113
CRC Errors 0
5-3 DSL

5.1.3

Choose Status > Statistics. Click Statistics in the left pane and the page shown in the following figure
appears. On this page, you can view the statistics of each network port.

Advanced Service Firewall Maintenance

Statistics

This page shows the packet statistics for transmission and reception regarding to network interface.
v, Device Info

o) Statistics:

> Statistics

» Statistics Interface Rx pkt Rxerr Rx drop Tx pkt Tx err Tx drop
lan1 915 0 0 1861 0 0
lan2 0 0 0 0 0 0
lan3 0 0 0 0 0 0
lans 0 0 0 0 0 0

WANT 0 0 0 0 0 0
WAN2 0 0 0 0 0 0
w1 0 0 0 0 0 0
w2 0 0 0 0 0 0
w3 0 0 0 0 0 0
we 0 0 0 0 0 0
w5 0 0 0 0 0 Y
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Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
m Step 1: WAN Connection Setting
Step 2: WLAN Connection Setting

= Step 3- Save Setting

Step 1: WAN Connection Setting: Please selectthe wan connection mode
Channel Type: [T v
VPINCE: VPL: C (0-255) VCI: |0 | (32-65535)
Encapsulation: @ LLcisNAP O ve-Mux
O Bridae
OlpoE
Connection Mode: ® PPPoE
OPPPoA
O 1483 Routed
IP Protocol: [iva 9]
802.1q; OEnable © Disable

VLAN ID(1-4095): :\

PPP Settings: Username: ladmin 1 Password: |eeees |
DNS Settings: ® Attain DNS Automatically

O Set DNS Manually :

5-5p¢o D)

ATM3 vV | PTM— 2= —#" £ 1 o mmk <& K' e @8 IPOE® PPPOE® PPPoA® % |1 1483
Routed—5= — 2 2 ) ¥%Nef 5 A° #| 8/ d [Fdctivelyz 4 -  <5A°
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5.2.1

Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1: WAN Connection Setting

Step 2: WLAN Connection Setting

il Step 3: Save Setting
Step 1: WAN Connection Setting: Please selectthe wan connection mode
Channel Type: @J
VPINCE v o (o-258) ver o (32-65535)
Encapsulation: ® LLcisnaP O ve-Mux
® Bridge
OlrcE
Connection Mode: OPPPoE
OPPPoA
O 1483 Routed
802.1q: OEnable ® pisable
VLAN ID(1-4095}: [ i
=l
56pc@J ) K' P ©
s+t e-a{se — - AddD 0% 14340

Advanced Service Firewall Maintenance

Fast Config
Step 2:Wireless Fast Settings: Please config hasic settings about wireless.
» Wizard
WLARN: ® Enable O Disable
Band: | 2.4 GHz (B+G+N) ¥
SSID: [PLANET 0556 |
Encryption: MNone il

57p- @2 K' p © WLAN
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Service Firewall Maintenance

Fast Config
Step 3:Save If you need finish settings in the fast config please click "Apply Changes”.otherwise please click
» Wizard Settings “Cancel” or " Prev".

Settings as follow:

VPL 0

VCL: 32
Encapsulation: LLC/SNAP
Channel Mode: Bridge
WLAN : Enable

58 1 Vveemdy K' e o
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5.2.2 IPoE

Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1: WAN Connection Setting
s Step 2: WLAN Connection Setting
g Step 3: Save Setting

Step 1: WAN Connection Setting: Please selectthe wan connection mode

Channel Type: ATIM v’
VPINCE v o o285 ver: o |(32-858385)
Encapsulation: ® LLeisNAP O ve-Mux
O Bridge
®IpoE
Connection Mode: OPPPoE
OPPPoA

O 1483 Routed

IP Protocol: ‘ Ipvd v

802.1q: O Enable ® Disable

VLAN ID(1-4095): ’:‘

VAN IP Settings: ® Attain IP Automatically
O IP Manually:
DNS Settings: ® Attain DNS Automatically

5-9»° m > » IPOE

Advanced Service Firewall Maintenance

Fast Config
m Step 2:Wireless Fast Settings: Please config basic settings about wireless.
» Wizard
WLAN: ®Enable O Disable
Band: 2.4 GHz (B+G+N) ¥
SSID: 5PLANET_0555 ‘
Encryption: MNone v |

5-10»= @m > » IPoE WLAN
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Firewall Maintenance

Fast Config
Step 3:Save If you need finish settings in the fast config please click “"Apply Changes™.otherwise please click
» Wizard Settings Cancel” or " Prev".

Settings as follow:

VPL 0

VCI: 32

Encapsulation: LLC/SNAP

Channel Mode: IPoE

IP Protocol: Ipvd

IP Setting: Ip Automatically

DNS Setting: DNS Automatically

WLAN: Enable
(e |

5-11»2 @2 ) IPoE T
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5.2.3 Pppoe

Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1: WAN Connection Setting
s Step 2: WLAN Connection Setting
’ Step 3: Save Setting

Step 1: WAN Connection Setting: Please selectthe wan connection mode
Channel Type: : |
VPINCI: v o Jo2ssyver o |32-68538)
Encapsulation: ® LLeisnaP O ve-Mux

(@) Bridge

OlrcE
Connection Mode: ® PPPOE

OFPPFPoA

O 1483 Routed
IP Protocol: [t ¥
802.1q: O Enable ® Disable

VLAN ID{1-4095): | ‘
PPP Settings: Username: [admin Password: [seese
DNS Settings: ® Attain DNS Automatically

O set DNS Manually :

5-12» = m > » PPPoE

Advanced Service Firewall Maintenance
Fast Config
m Step 2:Wireless Fast Settings: Please config basic settings about wireless.
» Wizard

WLAN: ® Enable O Disable

Band: | 2.4 GHz (B+G+N) ¥

SSID: .{PLL‘.P-JET_OESB ‘

Encryption: [None ¥

5-13»= m > » PPPoE WLAN
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Fast Config
Step 3:Save If you need finish settings in the fast config,please click "Apply Changes™.otherwise please click
» Wizard Settings “Cancel” or " Prev".

Settings as follow:

VPL 0

VCL: 32

Encapsulation: LLC/SNAP

Channel Mode: PPPoE

IP Protocol: Ipv4

ppp username: admin

ppp password: admin

DNS Setting: DNS Automatically

WLAN : Enable
(e |

5-14»- @ > » PPPoOE T
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5.2.4 PPPoA

Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1: WAN Connection Setting
N Step 2: WLAN Connection Setting
; Step 3: Save Setting

Step 1: WAN Connection Setting: Please select the wan connection mode
Channel Type: L M j
VPINCE v o |-285) ver: o | (32-65535)
Encapsulation: @ LLcisnaP O ve-Mux
O Bridae
OlpreE
Connection Mode: OPPPoE
@ PPPoA
O 1483 Routed
IP Protocol: | Ipv4 |
802.1q: OEnable ® Disable

VLAN ID(1-4095); [ |

L

PPP Settings: Username: Eadmin

DNS Settings: @® Attain DNS Automatically

O set DNS Manually ;

5-15p = D » PPPOA

Advanced Service Firewall Maintenance

Fast Config
m Step 2:Wireless Fast Settings: Please config basic settings about wireless.
» Wizard
WLAN: ® Enable O Disable
Band: 2.4 GHz (B+G+N) |
SSID: [PLANET 0856
Encryption: MNone v

5-16»- m > » PPPoA WLAN
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Service Firewall Maintenance

Fast Config
m Step 3:Save If you need finish settings in the fast config,please click "Apply Changes™.otherwise please click
» Wizard Settings “Cancel” or " Prev".

Settings as follow:

VPL 0

VCl: 32

Encapsulation: LLC/SNAP

Channel Mode: PPPoA

IP Protocol: Ipvd

ppp username: admin

ppp password: admin

DNS Setting: DNS Automatically

WLAN : Enable
(e |

5-17p - D » PPPOA T
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52514831 > v B )

Advanced Service Firewall Maintenance

Fast Config

The wizard will help you do some basic configurations step by step.
Step 1: WAN Connection Setting
) Step 2: WLAN Connection Setting
" Whzar Step 3: Save Setting

Step 1: WAN Connection Setting: Please selectthe wan connection mode
Channel Type: ATI v}
VPIVCI: VP [0 | (0-285) ver: o (32-65535)
Encapsulation: ® LLeisnaP O ve-Mux

O Bridge

OlroE
Connection Mode: OPPPoE

OPPPoA

® 1483 Routed

IP Protocol: Ipvd :‘

802.1q: O Enable ® Disable

VLAN ID(1-4095): ’ﬁ

WAN IP Settings: O Attain IP Automatically
®@P Manually:

5-18»c @D » 1483i D v fi =

Advanced Service Firewall Maintenance
Fast Config
m Step 2:Wireless Fast Settings: Please config basic settings about wireless.
= Wizard

WLAN: ® Enable O Disable

Band: | 2.4 GHz (B+G+N) ¥

SSID: JPLA.NET_cxssB |

Encryption: MNone v

5-19»c @D » 14831 > v p ) WLAN
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Service Firewall Maintenance

Fast Config
Step 3:Save If you need finish settings in the fast config,please click "Apply Changes™.otherwise please click
» Wizard Settings “Cancel” or " Prev".

Settings as follow:

VPL 0

VCI: 32

Encapsulation: LLC/SNAP
Channel Mode: 1483 Router

IP Protocol: Ipvd

IP Setting: Ip Manually

IP Address: 10.1.1.1

Netmask: 255.255.255.0
DNS Setting: DNS Automatically
WLAN : Enable

5-20pc @D » 14831 D v o fi -
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53%epJ = Pk

af ede TfiPo—[ JL.t eo g0 td{ [#es=ek]ad o | 8 WANS LAN® % |}
4 WLAN% 3934°

5.3.1 Wan

Choose Setup > WAN and the page is displayed below.

Advanced Service Firewall Maintenance

WAN Configuration
This page is used to configure the parameters for the WAN interface of your DSL and(or) Ethernet Modem/Router. Note : When
connect type of PPPoE and PPPoA only is "Manual”, the "Connect” and "Disconnect” button will be enable.

= WAN

WAN Physical Type: ® DSLWAN O Ethernet WAN
» Auto PVC
* ATM . g
Default Route Selection: ® auto O Specified
= DSL
Channel Type: ATM ;‘
VP b ] vC:
Encapsulation: ®LLc O ve-mux
Channel Mode: Bridge v | Enable NAPT:
Enable IGMP:
VLAN: ® pisable O Enable

VLAN ID(1-4095):

PPP Settings:
User Name: Password: ‘ ‘
Type: | Continuot Idle Time {min): \ \
5-21 WAN
— 2|8 R' 0D adr=™= =3 A9

WAN = K DSLWANF vV | mmd Ok BJ WANL® RO J — WANWD J < =

= # %3 A°
Sy [ 19Vl #%qac
R ATM3 Vv | PTML 2 %340
i ATME PJ @ D e —2=—wWmfl ) — R ®(0 ~255— )
pi 0
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Choose Setup > Auto PVC and the page is displayed below. On this page, you can get a PVC automatically
by detecting function. Add or delete the PVC that you do not need.

Advanced Service Firewall Maintenance

Auto PVC Configuration

This page is used to configure pvc auto detect function. Here you can add/delete auto pvc search table.

* WAN Probe WAN PVC
» Auto PVC
» ATM

veL: | ver: |

» DSL

27 Current Auto-PVC Table:

PVC VPI VvCl
0 0 35
1 8 3
2 0 43
2 0 51
4 0 59
5 8 43
6 8 51
7 8 59
5-22 PvC
— $|8R!(D3943'_:TME ‘:'=|A9
k. 3 KWANPVC ke DK< B o c=¢ WANRD v & fi J L o4
" Re  idl 14 hediszs
— ATMVCyD Ki — & =3 A°®
R sud | 9 A hedisze [ —
Vi ATMVC YD Ki]—[ | # td34a°vc VvPlss Le
8 81 3 A'" - 4L A-”\/ k- 1J||=|A9
ATM @ mmt H -3 A°
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Advanced
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I —d> o# | ® QoS® PCR® CDVT® SCR® MBS

Service

Firewall

Maintenance

ATM Settings
This page is used to configure the parameters for the ATM of your DSL Router. Here you may change the setting for QoS,
» WAN . = - =
VP \ ver: | \ Qos: |UBR V|
* Auto PVC : : 7 - : -
PCR: | | COVT: | | SCR: MBS:
» ATM X
* DSL Adsl Retrain: m
.5+ Current ATM VC Table:
Select VPI VCl QoS PCR COVT SCR MBS
5-23 ATM
— #|8R'0dadr-=™= =3 A9
] 9| oD ) £S8
- R 11 7 4 h
— ATMVCyD Ki — & -3 A°
WOE o4l 1 4 hediyzs [ —
Vi ATMVC YD Ki]—[ | # td34a°vc VvPlss Le
s yiyn A - L AV E- td g4
ATM @mmt Hi i =3 A°
o> P>d— |2 o0e¥d 09V ]| ed% v @) %lFE
PJ D~ # vV el - - |
¢ A —  #A°4=—QoSok- "fi| —<%{#Ae
A UBR( f B1 " 2.1 )UBR¥% td =™ ° [SCR]
he>i »< [MBS[hedi ) | ~odga0
0s N
Q A CBR( f 2. " 2J)CBR% td =™ ° [SCR] h
e 30 )< [MBSJh=21i )y | ~odg00
A nrt-VBR( ' s i 9wt f 17 21 ): nrt-VBR4 A
<8 SCR%|d MBSh=2i 1% ~o0q3A°
A rt-VBR(' = i % wat feis”2u)rVBRL Afss
SCRh=2i )< MBShe2i )% r~ad3A°
Pcr Ho e« $17 >y (%1 / ) 8 s> @ENe| ¥i" 2 £gA0
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5.3.4 Dsl

Choose Setup > ATM and the page is displayed below. On this page, you can select the DSL modulation. This

factory default setting is mostly used. The router negotiates the modulation modes with the DSLAM.

Advanced

Service

Firewall Maintenance

> WAN

= WAN

» Auto PVC

» ATM

» DSL

v LAN

v WLAN

DSL Settings

This page allows you to choose which DSL modulation settings your modem router will support.

O

DSL modulation:

AnnexL Option:
AnnexM Option: O

VDSL2 Profile:

ADSL Capability:

45

G.Lite

G.Dmt

T1.413

ADSL2

ADSL2+

vDSL2

Enabled

Enabled

8A

8B

8C

8D

12A

128

17A

30A

Bitswap Enable

SRAEnable
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A xDsL i d
G.Lite: G.992.2

A G.Dmt: G.992.1

A T1.413:T1.413

#2 ADSL2: G.992.3 =
t ¢ - ® ADSL2+
G.9925+ £ £ - ® A.
VDSL2: ITU G.993.2

K. J

DSL

a:‘Ag

oko " fi ADSL2/ADSL2+ AnnexL

ADSL2/ADSL2+ AnnexMdL

9

oko '

_ DSLAM %0 w)> J A{ VDSL2k. h O mai & eq A°

VDSL2K. h O mai

8A, 8B, 8C, 8D, 12A, 12B, 17A, 30A

f e, @ pk— f e @ ek L v - #
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5.3.5 Lan

[ AN <340 t 4 4 LANQD ©r | ® LAN® DHCP® DHCP @=v= 8 %[ LAN
IPv6% 349 3 A°

5.3.2.1 Lan

Click LAN in the left pane and the page shown in the following figure appears. On this page, you can change IP
address of the router. The default IP address is 192.168.1.1, which is the private IP address of the router.

Advanced Service Firewall Maintenance

LAN Interface Setup
This page is used to configure the LAN interface of your Router. Here you may change the setting for IP address, subnet mask,
etc

5 LAN
Interface Name: Ethernet1
» LAN 2
IP Address: [192.168.1.1
» DHCP
Subnet Mask: 2552852850 Tl
» DHCP Static '
+ LAN IPV6 O Secondary IP
IGMP Snooping: O pisable ® Enable
MAC Address Control: Oiant Oeanz Oeans Oeang Cwean
New MAC Address: | [ Add
.27 Current Allowed MAC Address Table:
MAC Addr Action
5-25 LAN
— #|8R'0dadr-= ™= o3 A
Ps»" @ LANV @) — IP* )7 @] 8 ¢ Pum®— LANwWD s & A{ Vv E-
1qg4°
OKEP) v ®« LAN mafi 20 h Vem®@—0OKE ¢J v @« 3 “3 A°
. yofin' LANIP= »" el 5| FA -] B L= ek
Fofie IR =3b°2=— LANIP
= )7 0| —#_EJ:D-.—QTJI|FQ=|=IZ=|=9
. ' P © LAN— IGMP ®# > Hfi = L v - A
IGMP @# > Hfi = K #oH 1V 1
wd J 9®
MAC= )" & #0= « ¢ @® # N ° LAN18 LAN28 LAN38 LAN4s
1 = - i i
MAC= »" @ WLAN® 24 || 4 td=™{| MAC-»" @vdKi,r' @
td =™ MAC* )" @%¢ Pum®r= - ¢ 0% % v 0, & .
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5.3.2.2 Dhcp

Vel k. J «i (DHCP)L A{<e . — PC| t 4V DHCPOO P2 %[ TCPI/IP

L #%3A° 1 —i>4d| DHCPOOPO>< <= A{i1sls AL s b#wga
S DHCPOO PO |8 IP= »" @3 IPehOi J 32, b Vem? 2|fd DNSODI PO 4 DHCP « ' e
fise 4 ={i<%E%hRFAS L —i DD |8 — DHCPOJ PO Y%|re' war fis - IP= "
e— 4 =4 A DHCP@DY P2 (DHCP'™ D)< o= L ~3A° DHCPOo> PO
=]\/| - # %3 A°

A DHCPO> P>
—»afiy p#[DHCPIE. T ecA{<se — - AQdD 0% 1d34°

Service Firewall Maintenance

DHCP Mode
This page can be used to config the DHCP mode:None DHCP Relay or DHCP Server.
(1)Enable the DHCP Server if you are using this device as a DHCP server. This page lists the IP address pools available to host
on your LAN. The device distributes numbers in the pool to host on your network as they request Internet access
(2)Enable the DHCP Relay if you are using the other DHCP server to assign IP address to your host on the LAN. You can setthe
DHCP server IP address
* LAN (3)if you choose "None”, then the modem will do nothing when the host request a IP address.
* DHCP
LAN IP Address: 192.168.1.1 Subnet Mask: 255.255.255.0
» DHCP Static —
DHCP Mode: | DHCP Server ¥ |
» LAN IPv6
Lant Miane Mianz Moans Mwesn Mo Mvapr Muap2

IP Pool Range: 192.168.1. |2 = 192.168.1. |254 ‘ Show Client

Subnet Mask: i255.255.255.0

Default Gateway: 1192‘168.1.1

Max Lease Time: {1;440 minutes
Domain Name: idomaﬁname [l
DNS Servers: [192.168.1.1

[
o

5-26 DHCP

— #|8R'0dadr-=™= o3 A
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Click Show Client on the DHCP Mode page and the page shown in the following figure appears. You can

view the IP address assigned to each DHCP client.

Active DHCP Client Table

This table shows the

ssigned IP address, MAC address and time expired for each DHCP leased client.

Name IP Address MAC Address

[ Refresh ] [ Close ]

5-27DHCP v D> K i

Expiry(s) Type

— 2|8 R' 0D D= ™= -3 A°
P=>" ® i DAY |-DHCP ' wer fii - 4 =V IP-»" ©% 1
A4°
DHCP - ' wmr fiJ — MAC= »" ®% 14 5A° wwdOtcJ ¢
. Pum®- | — MAC+* »" ®%Nd 3A°9MAC= )" @| ho-.'
MAC= " @ £ 4 =|4° A8F7-E000-1122 0256 — 16 £ 14
3A°
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Click Set Vendor Class IP Range on the DHCP Mode page and the page as shown in the following figure
appears. On this page, you can configure the IP address range based on the device type.

Device IP Range Table

This page is used to configure the IP address range based on device type.

device name: ‘ ’

start address: 192168.1. |
end address: 192168.1. |
Router address: | |
option60 | |

ladd| [delete]| [modify] [Close]

.2+ IP Range Table:

select: device name: startaddress: endaddress: default gateway: option60:

5-28¢ P am®— IP

A AR

[DHCPz D » Jh=di s 2o =]& A{=<ss — -~ AQD o% td34c0

Wizard S I Advanced Service Firewall Maintenance

DHCP Mode

This page can be used to config the DHCP mode:None DHCF Relay or DHCP Server.

(1)Enable the DHCP Server if you are using this device as a DHCP server. This page lists the IP address pools available to host
on your LAN. The device distributes numbers in the pool to host on your network as they request Internet access.

> LAN (2)Enable the DHCP Relay if you are using the other DHCP server to assign IP address to your host on the LAN. You can setthe
DHCP server IP address.

* LAN (3)If you choose "None”, then the modem will do nothing when the host request a IP address.
» DHCP

LAN IP Address: 192.168.1.1 Subnet Mask: 255.255.255.0
» DHCP Static

- |

DHCP Mode: | None v
» LAN IPv6

rowcrans [ o |

Set VendorClass IP Range

5-29 DHCP 0 =
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A DHCP' "™ >

In the DHCP Mode field, choose DHCP Relay and the page shown in the following figure appears.

Advanced Service Firewall Maintenance

DHCP Mode

This page can be used to config the DHCP mode:None DHCP Relay or DHCP Server.

(1)Enable the DHCP Server if you are using this device as a DHCP server. This page lists the IP address pools available to host
on your LAN. The device distributes numbers in the pool to host on your network as they request Internet access

(2)Enable the DHCP Relay if you are using the other DHCP server to assign IP address to your host on the LAN. You can set the
DHCP server IP address

* LAN (3)If you choose "None”, then the modem will do nothing when the host request a IP address
* DHCP
LAN IP Address: 192.168.1.1 Subnet Mask: 255.255.255.0
+ DHCP Static R
DHCP Mode: [ OHCF Relay v]
» LAN IPv6

Relay Server: [1921682242 |

rov cranos [ o |
Set VendorClass IP Range

5-30 DHCP' " >

v WLAN

— #|®R 040 r-=™= oq A9
DHCP! ™ > ~ Ad<eioa] DHCPOJ P < o=
DHCP: 3 i

-8 ! .3, ooP # DHCP < 4L =3 A°

S e wm fil)?o

od> P> ISP% |- t+4d v DHCPOO P> = »" el 54>
- el pee=8, Qs e— & N
{ = leeA] s —ace%n t1dgAc
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Advanced Service IS VE Maintenance

DHCP Static IP Configuration
This page lists the fixed IPIMAC address on your LAN. The device distributes the number configured to hosts on your network as
they request Internet access

IP Address: [0.0.0.0
» LAN

Mac Address: [000000000000 | (ex. 00E086710502)
+ DHCP IR
» LAN IPV6

.2, DHCP Static IP Table:

Select IP Address MAC Address
v. WLAN

5-31DHCP @2 9= b«

— #|8R'0dadr-= ™= o3 A°
hlujij
. vel - 4 =d=m™ Pk -8 =V IP=)" ®
IP= ) (] AL ®=|A9
MAC= »" ® LAN —v @) — MAC= »" e oq A°
IP= »" ®< MAC= »" od v s/ JLot e wqno
DHCP IPYdKi - % td3A0
oy . DHCP PedKi g 4 et/ — Lol eopn]<cs
l
{ - leeA] s —ace%n t1dgAc
DHCP IPwdKi MAC* »" & #™= 4 =LdvIP«)" 0% 1d54°

55



@ PLANET

Networking & Communication VDR-30IN—" > ®J> v 7=

5.3.2.4 LAN IPv6
1 —d> o#% | 8 LANIPv6L #£ %3 A°[ ][LAN]{LAN  IPv6]& <3 A9 IPv6 LAN
— - Alferesadnoexw tdg4°

Advanced Service Firewall Maintenance

LAN IPv6 Setting

This page is used to configurate ipv6 lan setting. User can set lan RA server work mode and lan DHCPv6 server work mode

o

» LAN Global Address:
» DHCP
Apply Changes
+ DHCP Static
2 RA Setting
» LAN IPv6
Enable:
M Flag: O
O Flag:
Max Interval: 500 | secs
Min Interval: [200 ‘ Secs
Prefix Mode: [aute (v
ULA Enable: O
RA DNS Enable: O
Apply Changes
5-32 LAN IPv6

LANe. DPIT = )7 @

A, 0PI = )" @ LAN~. DPi IPv6s »" e -3 A° ISP |Ff = 4
1] wnefqac

1]
=
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5.3.6 Wlan

5.3.6.1 A

This page contains all the wireless basic settings. Most users will be able to configure the wireless portion and
get it working properly using the setting on this screen.

Advanced Service Firewall Maintenance

Wireless Basic Settings
This page is used to configure the parameters for your wireless network

D Disable Wireless LAN Interface

Band: | 2.4 GHz B+G+N) |

» Basic  ——
Mode: AP ¥

» Security r
SSID: PLANET_0556

» MBSSID

+ Access Control List — E—
Channel Width: [40MHZ (v

» Advanced = ===
Control Sideband: ;U?Pfr,,ﬁ

» WPS
Channel Number: itqr} Current Channel: 5
Wian Domain: ® rcc1~11 O ETIS 1~13
Radio Power (Percent): [ 100% v|
Associated Clients: [ show Active Clients |
Apply Changes

5-33 WLAN
1
— #| 8 R 0D>Ad == o A

- " ® LANZL
- A

mmfl 2/ D h Veau®

VDR-30IN—: wa " ® &L /- o370

- AT es %] oPfird o5 Ac

Pfi)

£FPJ):De 9
22 [APﬁjJ»]J_L =3 A°

o>y e ®el (SSID)g vV |£es:de 9 < %
Ssid 1=Il|832 4L ﬂ‘”lSl?—:%ﬂZ:i:?’:P_i am T ® OV

>o "fi|s o SSIDL o3 A
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55



9 anNET VDR-30IN—" > ®@> v 7~

Networking & Communication

L W' fi £ 1 d20MHz® 40MHz® 3 v | 20/40MHz~ eg A
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>

EelJ:de. - A Vo omwr pi 4 =3 A° AP o
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9
WLAN ) © wmfi FCC1~113 v | ETSI1~13& =3 A°
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Active Wireless Client Table
This table shows the MAC address, transmission, reception packet counters and encrypted status for each
associated wireless client.

.24 Active Wireless Client Table:

MAC Address Tx Packet Rx Packet Tx Rate (Mbps) Power Saving Expired Time (s)

None

534s « %o K : mm " ® <« wmmt i) ¥IKI
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This screen allows you to set up the wireless security. Turn on WEP or WPA by using encryption keys that could
prevent any unauthorized access to your WLAN.

Advanced Service Firewall Maintenance

Wireless Security Setup
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized
access to your wireless network

SSID TYPE: ®Root Ovapo Owvap1 Owar2 Ovar3
Encryption: None  v|
» Basic : &
7 [Juse 802.1x Authentication WEP 64bits WEP 128bits
» Security
ey WPA Authentication Mode: Enterprise (RADIUS) Personal (Pre-Shared Key}

: Pre-Shared Key Format: \
» Access Control List :

Pre-Shared Key: \

* Advanced
> WPS Authentication RADIUS Server:  Port |1512 | IPaddress | | Password
Note: When encryption WER is selected. you must set WEP key value
535 mm " ® 3¢ 1 wo
— #|8R' 0D ad == o3 A
SSID — ssib— & g A°
A ses " wor| 4 Nega°WANL v« T vo 2
Arler— £ A 0% EogAce
WEP: £ PJ ! JDe —A==— um " @¢Pum®¥h 0 "
zi<cend o=y <d 3 A°
WPA/WPA2 (TKIP): WPA/WPA2 | & ¢ 3 = Fefiw' o0
k.o J «i (TKIP) & =3 A° TKIP | & |4 0
L -8 QP ¥d O 2y MIC)L 4 Fzteod
- A A oqac
WPA/WPA2 (AES): WPA/WPA2 | 802.11i< L 4 & ¢> =
- (AES) 4 -3 A° AES | & a 128¢
PJ K. BPe ¢D 2 dL e A0
WPA2 C AP | 8 ¢ D o —v k- WPA (TKIP) £ WPA2
(AES)Lowd J =3 A9 — — | e
' mmafis 0
802.1x L ~A{-|et1—wve. Wee.eodofir oA
go2.1x i o1—oke"fi|]e[ 1% <-l3V]| WEPl- 1q=T™
A I Y EI o % WEP— | 8 WEP ¢ >
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WPA— 223 | 2 NegAc®
«fi 22Kk ' ==z (RADIUS): WPA RADIUS | RADIUSO O P4
=" D@ 4L -3 A° WPARADIUS & A{~ |8
WPA =) RADIUSOD>P— IP= »" @2 RADIUSWD J (¢ h ¢ i J | 1812)
e |4 RADIUSDO P— D> <" ey 4 o3 A0
( 0d): Key | @ —q% [ =™
© D« BJ - #™=TM3 A9 WPA «2d A~
[2en A
8 «D 9 <8 «Dg — °
Reh™ D %7 D@moh” fib)' v @ oD <" PJ < o=
«5— «¢d2cd<" ey A - o3 A
16 64 ) «2 0" esd —Jer A
- =3 A°
6 - o
1 — (0% t 4 e <" pud o3 Ao If
«d " «> "| PassPhrase< = tde8~64 —
t3vV]| 64 —16 —Reh"” D xd oA
RADIUS D 5 P 9 WPA =25 ]# WPARADIUS¥% 14 =™ & wd J (
¢hoi | 1812)° RADIUSO O P— IP= »" @8 % | R
®: D)
K tdg3A0
5.3.6.3 MBSSID ( — BSSID)

l— 2% =" ®

—SID—3%es=pkd e

Advanced

| < %% Yo A°

Service Firewall Maintenance

v LAN

>. WLAN

» Basic

» Security

» MBSSID

» Access Control List

» Advanced

= WPS

authentication type. click "Apply Changes” to take it effect

Enable VAPO
SSID:
Broadcast SSID:
Relay Blocking:

Authentication Type:

Enable VAP1
SSID:

Broadcast SSID:
Relay Blocking:

Authentication Type:

59

IPLANET_0557 |
® Enable O Disable
OEnable © Disable

O open system O SharedKey ® Auto

}ﬁ[ﬁ.r‘iéf_'oséé
® Enable O Disable
QOEenable @ Disable

O Open System O shared Key ® Auto
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5364 ct@® | @)
1 —as ot | Yoo! wmn fil ®@¥Do Tfi— MAC» )" @l o=..yve 4L
2%y 0°1— L ~Af<sMAC- " el v e (fis.Dil @) £ %° 0 -
MACs »" ®%= « ¥ ®@«fiJ. Di list— Nof «' wme fi J —q %VDR-301IN - 2% fe-od3A
9

> WLAN

» Basic

» Security

» MBSSID

» Access Control List

» Advanced

Advanced

Wireless Access Control
If you choose ‘All
connectto your Access Point. W
Access Point

Wireless Access Control Mode: | Disable V_

MAC Address: | | (ex.00E086710

.5+ Current Access Control List:

Service

owed Listed', only those clients whose wi

Firewall Maintenance

Apply Changes

502)

MAC Address

Delete Selected Delete All

5-37! wm " ®* - ¥ ®

-3 D°

Select

el <%

ireless MAC addresses are in the access control list will be able to
hen ‘Deny Listed' is selected, these wireless clients on the list will not be able to connect the

| —<%dzao
- ®@ACL & - -3A°
esd J1—oke'fil Af<eMAC- )" ©% —
-, O.'§° '-QQ‘ﬁJuDiieJI_NQ‘”v!—'fiJ ——7"9
=)0 < e fil | (I —¢Pam®r) #%000d5A0
[ L Jit —ok o Tfid A<e
MAC= » " sse ¥ —v et @afis. il
|8 (0L —¢ Pumdr) % %3 S F°
MAC= )" @ ! w fiJ MAC» " @&  o5A°
— [ — Jfe! Pe o= o™ AL 3 A°/ — 8
@:IAQ
—s-te@dfii. i ' @i~ MAC: )" el A
I—-IE’-:»=|A9
T yey L-i..i,:IAg
=) - [ —=-ve® ' ei]%f A L ~q A0
A== "esdh! po ogA0
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5.3.6.5
This page allows advanced users who have sufficient knowledge of wireless LAN. These settings will not be
changed unless you know exactly what will happen for the changes you made on your VDSL2 Router.

Advanced Service Firewall Maintenance

Wireless Advanced Settings
These settings are only for more technically advanced users who have a sufficient knowledge about wireless LAN. These
settings should not be changed unless you know what effect the changes will have on your Access Point.

v LAN

Authentication Type: (@) Open System © shared Key ® Auto
> WLAN :
Fragment Threshold: 2346 [ (256-2346)
» Basic = ——
: RTS Threshold: 2347 | (0-2347)
» Security _
Ay Beacon Interval: 100 | i20-1024 ms)

+ Access Control List DTIM Interval: 1 | (1-2585)
» Advanced Data Rate: Auto v

= WPS Preamble Type: ® Long Preamble O Short Preamble
Broadcast SSID: ® Enabled O Disabled
Relay Blocking: O Enabled © Disabled
Ethernet to Wireless Blocking: O Enabled @ Disabled
Wifi Multicast to Unicast: ® Enabled O Disabled
Aggregation: ® Enabled O Disabled
Short Gl: ® Enabled O Disabled
Apply Changes
5-38: wm 7 @
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5.3.6.6 Wps

Wi-Fi ¢eJw ek (WPS)| 8 ckel:Ddeveympkd AV E—Keo* Wafig V|
Hfi 24 °

Advanced Service Firewall Maintenance

Wi-Fi Protected Setup
This page allows you to change the setting for WPS (Wi-Fi Protected Setup). Using this feature could let your wireless client
automically syncronize its setting and connect to the Access Point in a minute without any hassle

[J pisable wes

> WLAN

WPS Status: Configured UnConfigured
» Basic

Self-PIN Number: 54413228 \ Regenerate PIN
» Security ”

+ MBSSID Push Button Configuration: Start PBC
» Access Control List
T I

» Advanced
-o; Current Key Info:
= WPS
Authentication Encryption Key
Open None NIA
5-39 WPS
— #|8R' 0D ad == o3 A
wpsd - wps 4L 3v | - o3 A0
$i R Hfi Hfi — BEeleon]ss -l yesrdls8 —
Vs 0 J|| 3A°
K Bo* Wafi Wi-Fib fi 21 %6 Pum®r A -] [PBC— Jwafid.
! P w @=| A 9
~ 9
Hfi — ¢ P am®¥ |- Wi-Fi) fi =0 A Hfi A e300
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5.4

In the navigation bar, click Advanced. On the Advanced page that is displayed contains Route, NAT, QoS,
CWMP (TR-069), Port Mappings and Others.

Hatworking & Communication

(JPLANET — 802.11n Wireless VDSL2 Bridge Router

Status Wizard Setup AC ced Service Firewall Maintenance

Routing Configuration
This page is used to configure the routing information. Here you can add/delete IP routes

> Route
+ Static Route Enable:
» IPv6 Static Route Destination: ‘7 i
* RIP Subnet Mask: \

Next Hop: ‘

=
Metric: |1
Interface: ‘ M

v Port Mapping
Add Route Delete Selected Show Routes
v, Others

:os Static Route Table:

Select State Destination Subnet Mask HNextHop Metric Itf
5-40
5411 3
[ Dwofia]dd o |2 wafi2adbessffdees:de 32— —idyd zy%3A9 ¢
<f>—"Dmd|id>s& A | Nef 5 3 ° 0 ovIr LANgV | ohs e LAN
2|8 LANvV @) 25|fd VDSL2i > ai—ehOi s a2 b Vet A —i 0 |8 A== —um
fiadees J' heper o R e =3 A°
0 LANV @) #| 8 ¢ROT J 33) P Vem| A== —wmfi a2 B J tre o ¢ <4 VDSL2

i > — LANWD J - -3 A°LANV @) | 8 TCPIPK. Ry = & -V < % o
=V%sodPd % L - A |Fe - VvV E-rsehoi s 2925 »V
-l [ = TMg A0
i VDSL2i > s #|8A==—  amfidtes s hoeedisP—ios~  A]|er

¢hOT J 90 P Vamds 13449400 T S 90 P Vem| 8 ¢ Pum®¥% Internets « ¥ @

Litro @AV~ ISP |}[ = - 4 =k{{%e-om%n = L e|e
- 4 =|dga°evor¥eseeke 2=  —teJs:DdegV|OKEER) I 3=
{1 2= — ISPO>f e~ A sqv]|i:0.-— LAN - A | 8

oL A %N 3 A °
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i Dwofia L AV E- tdgaepi oy L

Service

AdD 0%

3V

VDR-30IN—" D ®>o v »#

td34° 1 —-0d o
| # %3 A°

Firewall Maintenance

» Static Route

» IPv6 Static Route

= RIP

v QoS

v Port Mapping

v, Others

Routing Configuration
This page is used to configure the routing information. Here you can add/delete IP routes

Enable:
Destination: [
Subnet Mask: [

Next Hop: [

Metric: [1

Interface: [ &

Add Route Delete Selected Show Routes

.5, Static Route Table:

Select State Destination Subnet Mask NextHop Metric Itf
5-41@2v> P« i D
— #|8R' 0D ad == o3 A
hedi ) enel ko T
<le-ndss A “ViduygV|idswm gV|
ro434°
OKEeJ—teJ:de IPes )" @° |eaKees gV |
OKEEJ — —ves— IP)" @<= #%3A°3
Ve —i1D3J % td=™y™MA==— (LA | ehoiy
90 pvedt  AfiDy)r =i —idsd A
%Nef 1 s AV E-8A==2, < o= A v s lz%nya
9
oKt eJ ¥ &~ OKEeJ —£PJ:De ¥ &« °
J'hee<% OKkelJr %= d{t-00vek—1IP
v bk
)7 @9
: ¢d24R*eJ¥% A{tei:Dd<tDdy —vek 4L -
o' e~
34°
w=fi %D N Vem® idwofi=oKetesd A WANmfi 20 h Vem®®
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v - i D) wOKi # =V iy 3 A°
o, — -t e.afss — - AddD 0% td3A4°VDSL2i Dar  pd=m™.!

- fis— AL FwmgAv

IP Route Table

This table shows a list of destination routes commonly accessed by your network.

Destination Subnet Mask NextHop Interface
192.168.1.1 255.255.255.255 = Ethernet1
192.168.1.0 255.255.255.0 5 Ethernet1

5421Pi 34 O Ki

5412 IPv6 @29a Pei D)

—pofispz[IPv6 131 eoAfse — - AQD 0% td3A°1—-Ade|s
i Dwe fi L AV E- tdgasipiosd v | £ %3 A°

Service Firewall Maintenance

IPv6 Routing Configuration

This page is used to configure the ipv6 routing information. Here you can add/delete IPv6 routes.

» Static Route Destination: l }
» IPv6 Static Route Prefix Length: l ’
» RIP

R Next Hop: l ’

|
. v
¢ NAT Interface:
v QoS
Add Route Delete Selected

v CWMP
5+ IPv6 Static Route Table:

v. Port Mapping
Select Destination NextHop Interface

v. Others

5-43|1Pv6 @2 ¥ o P e i D |
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— #|®R 0340~ =™= o3 A°
¢ Pumo®— IPV6= »" ol =3 A0
k™ ho P v ®@— 1 IPV6= »" ®@—Kk™ hs pe o o3 A0
+—1P6i D) —t-@ vek— IP6s )" el o3 A9
v Bk
= )7 @9
wafi 20 N Vem® eVIiD) —wafl 20N Vam®®
i0J - el pbewez=s o™ iP5, L pPgeavs il wIK
[ :>=|A9
oV - IPv6 ®@2vs P i D) woKi z L o8 ol po o= A
<:>=|A9
54137 pHfi »
RIP| 8 LAN — —iDJ9cfi=¢Puu® ISP— 85V |hOwP gEEJ:Der td v
Pl kel DesiDwofiavdKi L A ffer  # %] emfiadbes ke s 02
As ps$2— ovdr tel:dedon-. @etes:dcz| s RPL A | Nd 3 5+
o VDSL2i D apz—1 D | 1= «%008ISP+—R®| 1=t £A° 1 —|eo 8k pJ:D~
Volf—A==—wali 20 L EJ ¢D2% 0 ISP3DJ > Vemr td v Esiosd A | Neo
435F° —™Nd%— WBtes:der =|34 | e RIPL A1 cd2sd 5 0y ™9
i vOr EeJ:Dd. setupr |8 —i 22423V | RIP PC (VDSL2i > =) )% 34 =

™3 A9 VDSL2i D a<i Do | 8 RIP % =i DwafiawdKid A ¥%Ne] 5

A9
i teJs:dc|8hDmPd o= Ees:den2—":2, tP):Der =3 A9 LAN
% EPJ:IDe # oL A~ L RIP A Y%sNe 5 A ®

i ISP|8tes:dec —¢Pamos n—RPL A1 <L “qA°

Service Firewall Maintenance

RIP Configuration

Enable the RIP if you are using this device as a RIP-enabled router to communicate with others using the Routing Information

» Static Route

RIP: ® ot Oon
» IPv6 Static Route
* RIP —

interface: | LAN ¥

[ Eeetobe |
Recv Version: irRlP1 V
Send Version: §7R1P1 ‘7

“ Port Mapping [

.57 Rip Config List:

Select interface Recv Version Send Version
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RIPoe§¥) 0 A{eafi2adh Vem®—P D o' fi i -3 A
o [RIP1]e [RIP2]e 53 v | [ & # %3 A°
. = [RIP1] =81 D94%RPvioe ¥3 0o A1 <d
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= [RIP2] &L =81 D94%RPv2oe ¥d o A1 <d
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il A D T I S
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[ FINATEE A <® — - AQD 0% tdg4° 144 d> o~ | ¢ DMz s o
P8 ALG® NAT P& wd s J ' @8 FTP ALGwD J ¢ %! NATIPv eHfie% 4 3A4°
5.4.2.1 Dmz
OM2) | 8. 20i k' wmzds £es:Dded— st @l ~A{I<008 wfia

Dte) odf ek A{V E- td34ce 8§ DMZv @) - | 8 Web (HTTP) o> P> 8 FTP O
DPD8 SMTP (e-mail)@ D PO 8 DNSOO PO 028 wafi 0L EJ J ' ho Bers o @F %] ¢ P um
®% 3974°
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Maintenance

v Route

> NAT

» DMZ

» Virtual Server

» ALG

= NAT Exclude IP

= Port Trigger

= FTP ALG Port

» Nat IP Mapping

v QoS

v, CWMP

v Port Mapping

v Others

— #|8R' 0D > ==

DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local private network
Typically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-mail)

servers and DNS servers
VUAN Interface: [any v
DMZ Host IP Address: |

oo s | st |

(o) Current DMZ Table:

Select

Delete Selected

WAN Interface

5-45 DMZ

-3 D°

DMZ IP

L

WAN mmfi 20 h YVem® WANmmfi 20 h Vem®d 3 A°
DMZv ®) IP= )™ ® DMZv @) — IP= »" e oq A°

— DMZv¥ D K - 14 v DMZ -7 e

_ [ — ]L.' Pe o= 8 o™ dL o3 A0
gy Lot . cqA0

oV - A — DMZvDO Ki %l 4+ oq A
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Internet users would not be able to access a server on your LAN becauseofnat i ve NAT protection.

servero featu

v Route

> NAT

= DMZ

» Virtual Server

» ALG

NAT Exclude IP

-

» Port Trigger

FTP ALG Port

-

» Nat IP Mapping

v, Port Mapping

v Others

re solves these pr obtltoeyoussersensd al | ows

Service Firewall Maintenance

Virtual Server
This page allows you to config virtual server,so others can access the server through the Gateway

Service Type:

® usual Service Name: ‘ AUTH ;}‘

O uUser-defined Service Name: ‘ 7‘

Protocol: ‘ TCP l‘

WAN Setting: ‘ Interface i

WAN Interface: [any v

VAN Port: 113 | (ex 5001:5010)
LAN Open Port: 113 Il

LAN Setting: \ 'Nﬂg‘is :" ‘

LAN IP Address: \

Apply Changes

.2: Current Virtual Server Forwarding Table:

Serverlame Protocol Local IP Address Local Port VAN IP Address WAN Port  State

5-46 ol P>

— #|8R' 0D ad == o3 A

Action

0D f ®= mmk (AUTH® DNS8 5 V |
FTPoof @ & A{1<slzwngas
— %N g
= [>m> odfe & Y/ e —fe~ &
1 %N qac
A{R' @2 2>
T o N
KL o gdyf e— % A7 fiewd s k. J «id =3 A9
£ %3 A
[TCP]® [UDP]® 5 v | [TCP+UDP]L o3 A°
WAN [mafi 20 h Vem®]5 V| [IPe " @] # %3 A°
WAN mafi 23 N Veu® 0d>POL  A{ WANwmfi 40 h Vem@®d <3 A°
WAN WD J WAN—= - ¥ @ wd J & o3 A0
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LAN [IP= )" @8 [ves 23V | [MAC= »" et £ %3 A°
gd>POY—IP= " e 3 A9 Da4—LANIP= )" @

EaNliEea O L = 9fers:De t20fi) ~NfgA°
5.4.2.3 Alg
sk 20T i 90 P Vam(ALG) | 2 90 ) > Vam¥er k' *Dc Tfi —CQum D& =8/ 4
k- a{ £ ei<sd a2 2A9 ALG | 8a k! *2c "fi Qum 224 =3
sk 220 Tfien —ed o L A Ko . «i (TCP)3V |* 2@2>ned ==’
Fnkeo s i (UDP)wd s L  Af-k' 2 Tfidowdsa]V E- td38°1—|feos
K' 20 "fir|8h0 e Ko s «i (FTP)2%dt3t30 IP¥” RO 8D ko J i % 34

4°

Service Firewall Maintenance

NAT ALG and Pass-Through

Setup NAT ALG and Pass-Through configuration

s NAT IPSec Pass-Through: M Enable

» DMZ L2TP Pass-Through: M Enable

» Virtual Server PPTP Pass-Through: [ Enable

> ALG FTP: M Enable

» NAT Exclude IP H.323: [ Enable

» Port Trigger SIP: M Enable

» FTP ALG Port REsE [Menable

> Nat IP Mapping e [Enable

MSH: M Enable
5-47 ALG

5.4.2.4 NAT IP
NAT | ¢ k' wmzd ) £2J:0cdiz—a >pPi %] Ps )" @ - AL<#S8E P
i3« ¥¢* Twad 4T3 A NAT: )" @v e Hfi ~| ¢ LAN L = 2=—IP)omfid
"fienaVvE-L #%gActces:d-12" ® (NAT)|®8iDad%ISP-|f= 4 =]}
v  —1P=s" edt ey :de — —«fiH DA A FAS | — | & I1SP% |F
—IPe»" % 4 == 83V | 0o @Yk - NATL -~ A % Nef| -—
T == 0t ™9 —IPs»" ®%Nel 8 NATLohr-A{<etes:de —«fiH Do um
fiadkelrre ¥ @E%000qd3A° — L A %Nd 3 A° NATLohr-Aq{<sen

74



@ PLANET

- Networking & Communication

Oomme >0 D % rod3Ac°

75



@ PLANET

Networking & Communication

VDR-30IN—" D ®>o v »#

Service Firewall Maintenance

NAT EXCLUDE IP

This page is used to config some scurce ip address which use the purge route mode when access internet through the

-
interface: L\L

» DMZ

* Virtual Server R | - |

i AR .2 Current NAT Exclude IP Table:

= Portirigger VIAN Interface Low IP High IP Action

+ FTP ALG Port

» Nat IP Mapping

5-48 NAT IP
5425wd ) 11 e
—a k' 22 TfiZE|f amfiadb ) 90K 8 f 40 ® wafi 2D E P J aze -

Y% £AO LA kF—uk! 200 Ti|e o NAT i D o # | £%3 Y+Fowds ' e 8 NAT
e afuidboekt o Tio o rqqa

Wizard

v Route

> NAT

» DMZ

Virtual Server

-

» ALG

-

NAT Exclude IP

s

Port Trigger

FTP ALG Port

-

-

Nat IP Mapping

v QoS
v CWMP

Port Mappin

Service Firewall Maintenance

Nat Port Trigger
Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use
of such filters'can be helpful in securing or restricting your local networlk.

Nat Port Trigger: © Enable® Disable

Apply Changes

Application Type:

® Usual Application Name: ‘ Select One v |

O User-defined Application Name: L

Start Match Port End Match Port Trigger Protocol  Start Relate Port  End Relate Port Open Protocol Nat Type

l | ‘ | l uop ¥ | | \ | [uop %] [outgoing ¥
[ i L ] l»@P | V_lw [ ] [ ] l uDP VJ {_Aoutgoing VJ
‘ i L | [UDP V} L ] | | [upr %] [outgoing ¥
\ | \ | ‘LJEE’ v l | 1 | ‘ UDP | |outgoing ¥|
| [ 1 | v & [ I 1 [uop 9] [owgomgiv]
l | L | uDP ;‘ \ ] [ | l UDP V‘] \Woutﬁngﬁvﬁi

Apply Changes

540WD ) J e

76



.{/ PLHNET VDR-30IN—" > ®@> v 7~

Networking & Communication

[ —ekio2c'fi Jo. ekowfios ddel peoz=ewd) 17 e - A -
k' »oeTfid oqpA9.k! r0eTfid A< -1t ed % — r t
134

e e ekAak *2o"fixn o™ |s[ Oomd — Application Name]W= fi 4t <
P peceo@ar k! »20tfilhedisers i @ed— L opae Afwdy oyl
o —| wdJ]8 | WO PP eke s «i 8] wdi— B[ wdJ— &
ke J ¢i — 28 [Nat— ]— AL ~3 A0 oV ke —  Jwafidol el oq
AQ

54.2.6 FTP ALGwD |

FTP uses two communication channels, one for control commands and one for the actual files being transferred.
When an FTP session is opened, the FTP client establishes a TCP connection (the control channel) to (usually)
port 21 on the FTP server. What happens after this point depends on the mode of FTP being used.

Firewall Maintenance

FTP ALG Configuration
This page is used to configure FTP Server ALG and FTP Client ALG ports
* DMZ

Add Dest Ports Delete Selected DestPort

5+ FTP ALG ports Table:

» Virtual Server

» ALG
Select Ports
» NAT Exclude IP
(@) 21
» Port Trigger
» FTP ALG Port

» Nat IP Mapping

5-50 FTP ALG w)>

— #|8R' 0D adr-=™m= o A
he>2i
FTP ALGw)>D | FTPALGwD J = =3 A°
Destwd J — wd J N e3 A0
=V Dest— n UL o
ws ) =V W) J L %l <34
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NAT |[£eJ:Dv =) @ — #A°[keJ:De =" ® — ]w=fid)prsz]|eLAN —
—«fiH* D ar o= 1=— WANIP= »" oL  #%3A° — Q wafi 2 [NAT IP Mapping] -

"peA{ses — - AQdDO% 1dgAc

L— —«fis L AfssLANBE 1V P )" @ o= 1=—IPk2id 2

%] v ks P% tdve)" e— ~Nef| 1=—R*eJ %NAT—kDi % 1=— P

)7 ed =3 A°

> NAT

= DMZ

» Virtual Server

» ALG

2

NAT Exclude IP

-

Port Trigger

= FTP ALG Port

-

Nat IP Mapping

v Port Mapping

z|sR' 020 = ™=

Service

Firewall

NAT IP MAPPING

Maintenance

Entries in this table allow you to config one IP pool for specified scurce ip address from lan,so one packet which's source ip is in

range of the specified address will select one IP address from pool for NAT.

Type: | One-o-One |

Local Start IP: ]
Local End IP: [ ]
Global Start IP: ’—‘
Global End IP: [ ]

T

5+ Current NAT IP MAPPING Table:

Local Start IP

ot o

Local End IP Global Start IP

5-51NATIPv e Hfi =

@:IAQ

Global End IP Action

1 18 8 82/3||_J
vy ek —. Dol IP=y" ei sgA°. Do IP |
3ol — < p - 200 IPr27 et Dol «fiy IP| s Dol IPe T
@z A° i D1 BA==—, Dol IPr o= 43 IP |
0.0.0.0 # Neg ©
IP | 255.255.255.255 # A ©
NAT 4L A-||-HDKIP-ﬁ" ol =3 A°
s D P [P ., e@° IP % Nef| | & . D PI IP< == 0.0.00<
c:»:‘ AQ
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5.4.3 Qos

5.4.3.1 Qos

VDR-30IN | 8 d2@2 5V | ¢22ahe 2o o L 5 ooanrd o34
9 Q0S| 8 QoS¥D Ki — QoSi 21 ~ ||f = td3A°QoSi di |8  hePe— <.
o Tfi—2=— K. t<e% 3d308°s 'R L& A{s<sRres—13150h=0]
) < Wi s r #g™M=Repsd  #gHgAco. oo THdL  Ase 0 gzt d
=8 Trafic 12>2ir~ A{R*es — —h=disrwd-d 1 3A9QSidi—14
2= — QOSK. P #® - 0= —hediygV|A==—hediyd £%3A0

Service

Firewall Maintenance

IP QoS

® disable O enable

5-52 QoS —
AL

,—.:,=IA9[i:)i_

Service Firewall

Maintenance

IP QoS
IP QoS: O disable © enable
Schedule Mode: Etf,@,ﬁ”ﬂf_ﬂ
» Traffic Shaping Apply

‘2 QoS Rule List

v. CWMP
src MAC dest MAC srcIP sPort destIP dPort proto phy port
v Port Mapping
.27 QoS Rule List(Continue)
IPP TOS DSCP EE: 802.1p  Prior IPP Mark TOS Mark DSCP Mark TC Mark 802.1p Mark sel

s

sl ®6 Ure5-53 QoS mmt D K i
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[ QoS! ' hs ee o YOHfie]l A{s<es —ader td4a>oe% 45
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pefil fie— L AfiszsRhoDvfied gV | 1 # % A°

Service Firewall Maintenance

IP QoS Traffic Shaping
Entries in this table are used for traffic control.
v Route ‘
.27 Traffic Shaping in the network interface:

v, NAT

Total Bandwidth(0, Unlimited): UP Stream 50 kbps

> QoS

o | % 2
> QoS Down Stream \,0 J kbps

=+ Traffic Shaping Apply

‘o Traffic Shaping Rule List

v. CWMP

S Garanted Bandwidth(Kbps) Max Bandwidth(Kbps)
v/ Port Mapping ID Wan Itf Protocol Src Port DstPort SrclIP DstIP Remove

Up Floor Down Floor Up Ceiling Down Ceiling
o0 | sovronn

5-54,

v Others

hnE-OVDHfi‘
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5.4.4 CWMP (TR-069)

Choose Advanced > CWMP and the page shown in the following page appears. On this page, you can
configure the TR-069 CPE.

Service Firewall Maintenance

TR-069 Configuration

This page is used to configure the TR-069 CPE. Here you may change the setting for the ACS’s parameters

ACS:
Enable:
5. CWMP URL: Ihitp:/172.21.70.44/cpe/?pd 128 |
» CWMP —
User Name: ;admin ‘
¢ Port Mapping Password: ;admin ‘
¢ Others Periodic Inform Enable: O Disable @ Enable
Periodic Inform Interval: {300 | seconds

Connection Request:

User Name: ladmin ‘
Password: |admin ‘
Path: Ir069 |
Port: 7547 \
5-55 CWMP
— #|8R' 0D adr-= ™= o3 A
I
Acs
- - ¢ el L 3v - eq A0
Url - o> P> — URL®
*om>d ACSr. ~wafi AV E=" D@ °
Re: 2 ACSr. =wafi AV E—R®: 39
N % 19 %zewnt A{VE-ACS- - A
o B it
- e IES =3 A°
- A
0 - ACS 4 — - & o3 A0
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Re: 2 TR-0690D>f - ||f = t 4 Re: d>»°
¢Pere
©Ee¥d O— ol wi «fisdi - ACSSOAPO e ¥ o A~ ][ ]
4L ez A O
ﬂ
o mACST = =k awfferad [+

CPE | GetRPCi

4L -3 A°

# MReboOt mmz fi / ¢ 2 » 4L A %= e %l ~q A°

AL
MReboot = ®« P Kk 0F 55 O

orlkoa]s TR069K. ~' rd A{wm2ewnd <540

ida— dLofir =V 8 TR-069 - A Y6z e %
=3 JANRS

545wD J v e Hfi »

The VDR-301N provides multiple interface groups. Up to five interface groups are supported including one
default group. The LAN and WAN interfaces could be included. Traffic coming from one interface of a group can

only be flowed to the interfaces in the same interface group. Thus, the VDR-301N can isolate traffic from group
to group for some applications. By default, all the interfaces (LAN and WAN) belong to the default group, and
the other four groups are all empty. It is possible to assign any interface to any group but only one group.

Service Firewall Maintenance

Port Mapping Configuration

To manipulate @ mapping group:

1. Select a group from the table.

2. Select interfaces from the available/grouped interface list and add it to the grouped/available interface list using the arrow
buttons to manipulate the required mapping of the ports.

3. Click "Apply Changes” button to save the changes

Note that the selected interfaces will be removed from their existing groups and added to the new group.

5 Port Mapping @® pisable O Enable

= Port Mapping

WAN

LAN

5-56wD> J ¥ B Hfi -
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5.4.6
=s)Pfie/r— & A{s<ss — -~ AddDO% td34° td{as>oe-|s=

K'eoe & ¢ wme fil

5461K' e ©

Choose Advance > Others > Bridge Setting and the page shown in the following figure appears. This page is
used to configure the bridge parameters. You can change the settings or view some information on the bridge

and its attached ports.

8 Jfiti 8 Telnetn = :

Status Wizard Setup Advanced Service Firewall Maintenance

Bridge Setting

v NAT
v QoS
v CWMP

v Port Mapping

> Others

This page is used to configure the bridge parameters. Here you can change the settings or view some information on the bridge
and its attached ports

Ageing Time: 300 | (seconds)

802.1d Spanning Tree: ® pisabled O Enabled

Apply Changes m Show MACs

300 %W %<0 L™
a| ™
~ 8 9%.
[- ' & - ](# 2 =)[100050000000004L 1+ ] ¢
802.1D°D — °D [ %60 =™
MC | = leenfseK  re— <V MAC:)" e—' e % 1
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Click Show MACs and the page shown in the following figure appears. This table shows a list of learned MAC
addresses for this bridge.

Forwarding Table

MAC Address Port Type Aging Time
01:80:c2:00:00:00 0 Static 300
00:30:41:29:48:20 1(0) Dynamic 300
ag:f7:e0:00:05:56 0 Static 300
.71 A7.AF 0 Static 300

5-58 vOKi

5462 ¢ " wme fil —

Choose Advance > Others > Client Limit and the page shown in the following figure appears. This page is
used to configure the capability of forcing how many devices can access the Internet.

Service Firewall Maintenance

Client Limit Configuration
This page is used to configure the capability of force how many device can access to Internet!
¥ Route

v NAT Client Limit Capability: ODisable @ Enable

Maximum Devices: 4

Apply Changes

v Port Mapping

> Others

+ Bridge Setting

» Client Limit

5-50¢ ' mme fi J —

— #|8R' 0D > == o A

--vend L/ -~

A< ¢Pum®| 32094 3A°¢h00 J | 42A0

86



PLANET

Networking & Communication VDR-30IN—" > @2 v 7

4

5463J fiki

Choose Advanced > Others > Tunnel and the page shown in the following figure appears. This page is used to
configure the IPv6 with LAN to transfer to IPv4.

Firewall Maintenance

Service

Tunnel Configuration
This page is used to configure vBinv4 tunnel or v4inve tunnel.

o Rowe |
V6inV4 Tunnel:
m Interface: :7 {Only support IPv4 Wan Interface)
-

* Bridge Setting

= Client Limit

+ Tunnel DS-Lite Tunnel:

+ Telnet Enable: d

+ Others Interface: [ | (Only support IPv6 Wan Interface)

Mode: ]
5-60) fi £ i

2| R' 0220~

V6inV4) fi £ i

n
1]

-3 D°

V6inv4, fi £ 1 4 3V | e A0
w—fi 2D N Vem® JAET wafi 2D h Vem®< <= tq =™ — WAN mfi =
Dh Yemod -3 A°
22 6tods fie i 3V | 64 fik]
DS-Lites fi & i

DS-Lites fit i & 3 | -egq A0
m—fi 2D N Vem® JAET wafli 20N Vem®< = td =™ — WAN mafi
z D) =|\/|
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5.4.6.4 Telnet

Choose Advanced > Others > Telnet in the left pane and the page shown in the following figure appears. You
can enable or disable the Telnet function on this page.

Service Firewall Maintenance

Telnet Configuration
This page is used to configure telnet function.

¥ NAT Telnet: ®pisable OEnable

v QoS
Apply Changes

¥ Port Mapping

> Others

» Bridge Setting
» Client Limit
» Tunnel

» Telnet

5-61 Telnet

54.6.5

Choose Advanced > Others > Others in the left pane and the page shown in the following figure appears. You
can enable half bridge so that the PPPoE or PPP0oA connection will set to Continuous.

Wizard Advar d Service Firewall Maintenance

Other Advanced Configuration

Here you can set other miscellaneous advanced settings.

v Route

Half Bridge: When enable Half Bridge, that PPPoE(PPPoA)'s connection type will set to Continuous.
v NAT

v QoS Half Bridge: ® Disable O Enable

v, CWMP Interface: {j

v Port Mapping

Apply Changes
2 others el

» Bridge Setting

» Client Limit
» Tunnel
» Telnet

» Others

5-67 —
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5500f @

af 92 'fi Po—[mof @t e cqn0 t4{ >y 1> o~ | ® IGMP & UPnP®
DNSe DDNS% 349 =™3A°¢°
% |4 VPN.

5.5.1Igmp

55.1.1 IGMPK. © o

>y e]fiGMP] &£ A{<e — - AdD>DO©% t43A°IGMPK. «-dL A< @
vi | — IGMPumfi 22 h Vem®d o= ~Vvelr [=IGMPv @) 0e ¥d 0 #%
=|A9°QVI-|8 eV 8/ —v @) —K. € o £ o= =3 A°

Advanced er Firewall Maintenance

IGMP Proxy Configuration
IGMP proxy enables the system to issue IGMP host messages on behalf of hosts that the system discovered through standard
> IGMP IGMP interfaces. The system acts as a proxy for its hosts when you enable it by doing the follows:

Enable IGMP proxy on WAN interface (upstream}, which connects to a router running IGMP.

* IGMP Proxy Enable IGMP on LAN interface (downstream), which connects to its hosts.

ki IGMP Proxy: O Dpisable © Enable
Multicast Allowed: ODpisable @ Enable
Robust Count: -
Last Member Query Count: ‘727
Query Interval: 3_6_0 (seconds)
Query Response Interval: 00 | ¢100ms)
Group Leave Delay: é@o; (ms)

o crares | i

5-63IGMP k. « o

— #|8R' 0D > == o A
IGMP k. « - m=fi 2D E PJ =0 DK Kujqi:--égA-” AL 5
VI meqac
viHa' @) I Y. 4L 3V | - eq A°
oo pfid IGMP K. « o o pfi o — o) FA°
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: i DA~ |ff = 14 IGMP - <« 0r¥d e —
- (243% —OKEE) —o o« = 2Ne| )9
IGMPi > 2% Get ' i - <« oey¥do0t— L Afq=z
A ( ) - < | 8 IGMPV2Vv @) ofi
- < PDOEK-<i(DES?3©ZE‘B3—[ lJhe i )
2A° —- <
| 10 #z8 « < 4 :04 ¥%Ned 5 A °
IGMPi > 4D %-i 2k —- < o0e¥d0+— L A
Sk - 13z 4 ( )° —ofiPd - < | ® A
1 - —time— # LN g0
~i Dk —- < 0¥ 0°
5.5.1.2 MId
MID | vi #e' @) ' ®@nd4c @0 P’ (IPv6—«fiwdtfis)Ld =3 A° MLD | 8
IPv4 # t4 =™ IGMPs -~ tdVvific —viwde o) ' epndd
AV k- IPv6T > 2D - |Ff = tdlgA0

Advanced Firewall Maintenance

MLD Configuration

MLD Proxy and Snocping can be configured here.

> IGMP
* IGMP Proxy MLD proxy: @® pisable O Enable
+ MLD MLD snooping: ® pisable O Enable

Robust Counter: ( w

Query Interval: » (Second)
Query Response Interval: ‘ {millisecond)
Response Interval of Last Group Member: { l (Second;
5-64 MLD
— #|stheR' 0223 r=™m= 3 A°

MLDK. ¢« | 8 IPv6v i e’ @) ¢dadowd s AV E-
# %3 A° /

--§°A+| 9

MLD K. « o
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5.5.2 Upnp

Choose Service > UPnP and the page shown in the following figure appears. This page is used to configure
UPnP. The system acts as a daemon after you enable it.

Advanced Firewall Maintenance

UPnP Configuration
This page is used to configure UPnP. The system acts as a daemon when you enable UPnP.
v IGMP

* UPnP VAN Interface: | ¥

Cos e

5-65 UPnP

5.5.3 Dns

) Omafi EDF o @+ (DNS)| 8 ) Omafi L IPx 37 @- Awafi a0t 2.0O2f @A ) O mm

fi sihOzeso—#28 4400049309 Vool eafi ddDEE) | IPe )7 @~ # ™=TgA

© Jomwfi & A{VvdreDNS|/ - L AP e- 3 AV 8 ) O wai
www.example.com| 198.105.232.4 — I %Ne{ 53 A° DNS- | —k£PJ:De%NdgA
° Nof DNSOO P2 % —)omfi L A L ko™ |8 om™mPay!dess¥% 14

F#8 —) Owmfi & =3 A°

[0>f ®DNS J& 34> t 44 DNSA> o~ | ® DNS< IPv6DNS% 54 = ™3 A°
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5.5.3.1 Dns

—pofi) pZ[DNSJE-" e A< — - AdDO% 19340

Firewall Maintenance

Advanced

DNS Configuration

This page is used to configure the DNS server ip addresses for DNS Relay

@ Attain DNS Automatically

s DNS O set DNS Manually

|

* DNS DNS 1:
» IPv6 DN r -
i DNS 2: \ ]
DNS 3: [ ]
Apply Changes Reset Selected

5-66 DNS

T

144 A< i>a| PPPoA® PPPOE® 5 Vv | MER PVC

DNS 4
-~V DNS 4 =4 1 J340

LR

— 9

"

DNS 18 DNS28 DNS3¢ 0D P> — IP= »" ed =3 A0

9

=

DNS 4 # A

5.5.3.2 IPv6 DNS

Firewall Maintenance

Advanced

IPv6 DNS Configuration

This page is used to configure the DNS server ipv6 addresses.

® Attain DNS Automatically

¥ UPNP

5 DNS O set DNS Manually

» DNS

» 1Pv6 DNS DNS 1: \ | Interface: :‘
DHS 2: ] Interface: [~

v DDNS B
DNS 3: ‘ Interface:

Apply Changes Reset Selected

5-67 IPv6 DNS
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5.5.4 Ddns

Click DDNS in the left pane and the page shown in the following figure appears. This page is used to configure the
dynamic DNS address from DynDNS.org, TZO, PHDNS or PlanetDDNS. You can add or remove to configure

dynamic DNS. The Planet DDNS is free for customers

Advanced

Servic Firewall Maintenance

Dynamic DNS Configuration

configure Dynamic DNS.

This page is used to configure the Dynamic DNS address from DynDNS.org or TZO or PLANET. Here you can Add/Remove to

DDNS provider: F'Ia'ﬂrjg’tr t
Hostname:

> DDNS Interface: —[¥]
Enable:
Settings:
Username: [admin
Password: Tooooo

=
.27 Dynamic DDNS Table:
Select State Service Hostname Username Interface
5-68 DDNS
1
—_ - ~ TM=
2|8 R' 0220 r= ™= 3 A°

DDNSK. Pambhd 4

DDNSK. P mmb
X PHDNSS V | 4L

=3 A9 Neov V | DynDNS.orge TZO#®
A1 < %% %y A0

9

v e DDNS

mmfl 2/ D h Veau®

VDSL2i 3 o — WAN mafi 23 h Vem®?

AL

DDNS 3V |

F@:‘Ag
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DDNSK. P uwmbd r |Ff t 4 o

tddRe: 20

Re: ) DDNSK. P uwmbd r |Ff

Me k' & e, DDNS= o pfi y 4 A Vv E~ http:/iwww.planetddns.com~ -8 o i)

= -
-

A ~ = ™= | FAQ(http://www.planetddns.com/index.php/fag)Zt =0 01 ™9

JPLANET

£} PLANETDDNS

[ ]
fesasose ]
[ Si00in ]

Forgetlen Password / Create A New Account

[m>f e]>[DDNS|L A - |
Dynamic DNS Configuration
This page is used to configure the Dynamic DNS address from DynDNS.org or TZO or PLANET. Here you can Add/Remove to

configure Dynamic DNS.

DDNS provider: i:lqunbrfislor’sjj
Hostname: \r

Interface: iii

Enable:

evek 1P £3, DDNSE  -3A0

Dynamic DNS Configuration
This page is used to configure the Dynamic DNS address from DynDNS.org or TZO or PLANET. Here you can Add/Remove to
configure Dynamic DNS.

DDNS provider:

Hosthame:

Interface:

Enable:
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Username: i[username |

Password: |r |
L .8 WANWD J Yommfi 20k 2 J - td = s o53A° T D) ¢PmeES
wmfi 0 EP) K' PE—= )" @PDr ) Omafi 2 o3 A0
R
G" '!\%_',) http://username.planetddns.com/| O~

You can go to My Devices page of PlanetDDNSwe bsi t e to check i f the ALast Conn

indicates your DDNS service is working properly.

(JPLANET

€3} PLANET DDNS

Visicomn.
virelesstest ( Sign out }

My Device

Add Device J

1 ICAHM316 wirelesstest  device 210.61.134.92 9] 7 [N
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Click VPN in the left pane and the page shown in the following figure appears.

Advanced

Firewall

Maintenance

L2TP Configuration

This page is used to configure the parameters for your 12tp access

[vowe ]
Session: ® pisable O Enable
. - | \
N - | |

LNS PORT: [1701 \

» L2TP

Authentication: \@‘

User Name:

Password:

Connection Type: [continuous ]

Idle Time(min): ‘

NAPT: O pisable ® Enable

Default Route: O pisable @ Enable

MTU: 1450

=3
.2; L2TP Connections:
Name Interface IP Address Gateway Status
5-69 VPN

— #|8R' 0D > == o A

VPNODJ PO — 4L =3 A°
LNS IP VPNo2 PO — IPL =0 00f ™
VPNOO PO —" >m> 4 e=9oc0f ™
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Click MAC Filter in the left pane and the page shown in the following figure appears. Entries in the table are
used to restrict certain types of data packets from your local network to Internet through the gateway. These
filters are helpful in securing or restricting your local network.

Advanced Service Firewa Maintenance

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use

> MAC Filter of such filters can be helpful in securing or restricting your local network
» MAC Filter

Outgoing Default Policy O Deny @ Allow

Incoming Default Policy O peny ® Allow

v IP/Port Filter

v URL Filter m

v ACL
Direction: Outgomgr
Action: ® Deny QO Allow
Source MAC: | 4 (ex. 00E086710502)
Destination MAC: L (ex. 00E086710502)

oy Current MAC Filter Table:

Select Direction Source MAC Destination MAC Action

e

5-70MACHhH = i =

— #|8R' 0D adr-=™m= o A
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A °
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5.6.2IPWD J he i o

56.21 IPwd ) ha i 9

Click IP/Port Filter in the left pane and the page shown in the following figure appears. Entries in the table are
used to restrict certain types of data packets through the gateway. These filters are helpful in securing or
restricting your local network.

Advanced Service

Maintenance

IP/Port Filtering
Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway. Use
of such filters can be helpful in securing or restricting your local network

> IP/Port Filter

Outgoing Default Policy Permit ~ Deny

» |P/Port Filter
Incoming Default Policy Permit * Deny

» |Pv6/Port Filter

= Rule Action: ® permit O Deny

v URL Filter
Direction: [ Upstream |
Source IP Address: | Mask Address: (255 255 255 255 |
DestiP Address: | Mask Address: /255 255 255,255 |
SPort: } E DPort: | - |
Enable:
Apply Changes

5-71IPw> J hoe i 2
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5.6.2.2 IPv6/wd J he i o

Advanced Service

Maintenance

IPv6/Port Filtering
Entries in this table are used to restrict certain types of ipv6 data packets from your local network to Internet through the Gateway.
v MAC Filter Use of such filters can be helpful in securing or restricting your local network.
> |P/Port Filter
Outgoing Default Policy Permit  Deny
= IP/Port Filter
Incoming Default Policy Permit  Deny
» IPv6/Port Filter
¥ URL Filter Rule Action: ® pemit O Deny
v ACL —
Protocol: [IPVE [»| lcmp6Type: |
v DoS = —
Direction: | Upstream v |
Source IPv6 Address: [ Prefix Length: \ i
DestIPv6 Address: | ‘ Prefix Length: \ |
SPort: w | = | DPort: \ | - |
Enable:

Apply Changes

5-72IPv6/wd J hoe i 2
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5.6.3URLR = | o

Click URL Filter in the left pane and the page shown in the following figure appears. This page is used to block a

VDR-30IN—" D ®>o v »#

fully qualified domain name, such as tw.yahoo.com and filtered keyword (yahoo). You can add or delete fully

gualified domain name and filtered keyword.

Advanced

Service Maintenance

URL Blocking Configuration

v MAC Filter

URL Blocking Capability:

Apply Changes

Keyword: \7 \

v IP/Port Filter

> URL Filter

» URL Filter

v. DoS

.2+ URL Blocking Table:

This page is used to configure the filtered keyword. Here you can add/delete filtered keyword.

@® pisable O Enable

AddKeyword Delete Selected Keyword

Select

5-73URLHh o i

— #|8R' 0D adr-= ™= o3 A

Fitered Keyweord

B
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5.6.4 Acl

5.6.4.1 Acl

[@>f e [ACLILt A{<® — -~ Add> 0% 1d3A°1—-0d0#|8LANg V| WAN%|
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Advanced Service Firewall Maintenance

ACL Configuration

You can specify which services are accessable form LAN or WAN side.

Entries in this ACL table are used to permit certain types of data packets from your local network or Internet network to the
Gateway.

Using of such access control can be helpful in securing or restricting the Gateway managment.

¥ URL Filter
LAN ACL Mode: ® white List O Black List

> ACL

WAN ACL Mode: ® white List © Black List
» ACL

= IPv6 ACL

Direction Select: @ N O waN

LAN ACL Switch: O Enable ® Disable

IP Address:

| (The IP 0.0.0.0 represent any IP )

Services Allowed:

Any

‘24 Current ACL Table:

Select Direction IP Addressiinterface Service Port Action

5-74 ACL
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Advanced Service Firewall Maintenance

ACL Configuration
You can specify which services are accessable form LAN or WAN side
Entries in this ACL table are used to permit certain types of data packets from your local network or Internet network to the

Gateway.

v, |IP/Port Filter Using of such access control can be helpful in securing or restricting the Gateway managment.
v URL Filter

LAN ACL Mode: @ white List O Black List
> ACL

VAN ACL Mode: ® white List O Black List
» ACL
» IPv6 ACL

Direction Select: O N @ wan
AN Setting: [intertace v
WAN Interface: \ ‘“«‘?

Services Allowed:

Clweb
[telnet
[ssh
O ftp
] tftp

[ ping
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5.6.4.2 IPv6 ACL

[@>f e][IPve ACLIL Af<e — - Add> 0% 14374°

Advanced Service Firewall Maintenance

ACL Configuration

You can specify which services are accessable form LAN or WAN side.

Entries in this ACL table are used to permit certain types of data packets from your local network or Internet network to the
Gateway.

Using of such access control can be helpful in securing or restricting the Gateway managment.

v MAC Filter

v IP/Port Filter

v URL Filter

Direction Select: ® v O wan
5 ACL
+ ACL
LAN ACL Switch: O Enable ® Disable
+ IPV6 ACL

v DoS

IP Address:

Services Allowed:

Any

'©7 Current IPv6 ACL Table:

Direction IPv6 Address/interface Service Port Action

WAN any pingé -

5-76 IPv6 ACL
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If WAN is selected in the field of Direction Select, the page is shown in the following figure.

Advanced Service Firewall Maintenance

ACL Configuration
You can specify which semvices are accessable form LAN or WAN side.
v MAC Filter Entries in this ACL table are used to permit certain types of data packets from your local network or Internet network to the
Gateway.
v IP/Port Filter Using of such access control can be helpful in securing or restricting the Gateway managment.
v URL Filter oy
Direction Select: O N & wan
> ACL
» ACL e
WAN Setting: | Interface |
» IPv6 ACL
VAN Interface: | Any v
[Jweb
[telnet
[ssh
Cetp
O tftp
[ ping6

‘o4 Current IPv6 ACL Table:

Direction IPv6 Address/interface Service Port Action
WAN any pingé -
5-77 IPv6 ACL WAN
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Service Maintenance

DoS$ Setting

using that service.

IP/Port Filter

v URLF

» DoS

Whole System Flood: SYN
Whole System Flood: FIN
Whole System Flood: UDP
Whole System Flood: ICMP
Per-Source IP Flood: SYN
Per-Source IP Flood: FIN
Per-Source IP Flood: UDP
Per-Source IP Flood: ICMP
TCP/UDP PortScan

ICMP Smurf
IP Land

IP Spoof

IP TearDrop

PingOfDeath

z|8R' @320 r-= ™= “3 A0

A "denial-of-service” (DoS) attack is

characterized by an explicit attempt by hackers to prevent legitimate users of a service from

\ \ Packets/Second

| Packets/Second

\ | PacketsiSecond

} Packets/Second

\ \ Packets/Second

| Packets/Second

\ | PacketsiSecond

} Packets/Second

i. | Sensitivity

5-78 DoS
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Advanced Service Firewall Maintenance

Upgrade Firmware
This page allows you upgrade the Router firmware to new version. Please note, do not power off the device during the upload

> Update because it may crash the system
» Firmware Update Note:System will reboot after file is uploaded.
» Backup/Restore
Select File: Na file selected.
v. Password
=3

v Reboot
v. Time

v Log

v Diagnostics
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Advanced Service Firewall

Backup/Restore Settings

Once the router is configured you can save the configuration settings to a configuration file on your hard drive. You also have the
> Update option to load configuration settings

» Firmware Update

Save Settings to File:
» Backup/Restore

v Password Load Settings from File: No file selected. Upload

v Reboot
v. lime

v Log

v Diagnostics
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Advanced Service Firewall

v Update

> Password

» Password

v Reboot

v Time

v Log

v/ Diagnostics

User Account Configuration

This page is used to add user account to access the web server of DSL Router. Empty user name or password is not allowed

User Name: |
Privilege: [Useriv]
Old Password: ‘

New Password: ‘

Confirm Password: ‘

i o e

57 User Account Table:

Select User Name

O admin

5-81R ®: D )

2|85 R' 02 20r= M= =3 A9

Privilege

root
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5.7.3

Choose Maintenance > Reboot and the page shown in the following figure appears. You can set the router
reset to the default settings or set the router to commit the current settings.

Service Firewall Maintenance

Advanced

Reboot
This page is used to reboot your system or restore to default setting.
v, Update
wtno I st o ot st
» Reboot
5-82
1
— #£|8R'0)4d = ™= o3 A°

P

¢ Pumod =¥l L ~wmfid]g#E~- 30 Y%%{gA
9
D@D <R®: D)°

- A 1] e - - A —- L3 Ae | 30 #
FANR)
¢ P a0t <87 D@) <SR® JJ)r . - mafi «3A°
| 8 VDR-30IN— & [ vds i ve, Wafid ovd o mz

102



@ PLANET

Networking & Communication VDR-30IN—" > ®J> v 7=

5.7.4

Choose Maintenance > Time and the page shown in the following figure appears. You can configure the
system time manually or get the system time from the time server.

Advanced Service Firewall

System Time Configuration
This page is used to configure the system time and MNetwork Time Protocol(NTP) server. Here you can change the settings or
v Update view some information on the system time and NTP parameters.

v Password

System Time: 2012 | Year |Jan¥| Month |1 |Day|¢  |Hour[16 | min|19 | sec
v Reboot
DayLight: | LecalTIME ™|
5 Time L |
» Time
so cranges | seset
Server: \ \
Server2: \ \
Interval: Every hours
Time Zone:
GMT time: Sun Jan 14:16:19 2012

o crores | e
NTP Start: Get GMT Time
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5.7.5. =

Choose Maintenance > Log and the page shown in the following figure appears. On this page, you can
enable or disable system log function and view the system log.
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